
Vanguard NCM – Network Cyber Management system
The Vanguard system is a solution designed for Cyber Physical Systems with an Out-of-Band
architecture, that converges Cybersecurity with Physical Security.
The Vanguard solution offer physical devices security consolidation with Network monitoring & 
Assets management. It seamlessly integrates with all existing systems and solutions for overall 
monitoring across the board.

Physical devices security consolidation with Network monitoring & Assets 
management. Convergence of Cybersecurity with Physical Security

OUT OF BAND- Separation 
between the Nelysis 

platform and the monitored 
network

Working in the shadows

The only Holistic Out of Band 
solution that converges 
Cybersecurity with Physical 
Security. 
Network monitoring and 
Cybersecurity for any 
connected device.

THE NELYSIS SOLUTION
Assets management, scoring and alerts assessment

360° Full visibility for real time continuous tracking

Devices quarantine and isolation control 

Root-Cause analysis & prediction

Convergence of Cybersecurity functions with Physical 
security

Out-of-Band design ,Auto-segmentation & device control

Agentless & Vendor Independent

Network health monitoring for complete operational 
continuity

Vanguard Key Features:



Vanguard MSM Provides a unified user 
interface enabling the control and the 
monitoring of the various element in all 
monitored networks.

Vanguard NGS Together with the Vanguard 
Core Server creates an Out-of-Band tunnel, to 
the monitored network.

Monitoring The Vanguard system supports 
different types of events monitoring like DPI, 
Syslog, SNMP, WMI & Windows event logs, etc. 
enabling data consolidation and the 
Convergence of Cybersecurity with Physical 
Security.

Vanguard Collector Series - The Vanguard 
Network Traffic Collector (NTC) is a network 
analyzer that collects, consolidates and send 
traffic information to the Vanguard Network 
Central Management software (NCM).

Features Scheme

License IPs Out Of Band Collectors PSNAC SDK Notes

All-In-One Up to 48 No 1 Yes Yes
Standalone 

SW+HW

Advanced Unlimited Yes Unlimited Yes Yes SW only
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Physical device security

Converges Cybersecurity with Physical 
Security

Segmentation & device control

Out-of-Band Architecture 

Full visibility & Assets management

Root-Cause analysis & prediction

Sites and devices scoring

Gaining 360° visibility out of chaos

VANGUARDING YOUR ASSETS SECURITY


